
 

 

 

 

 

MORRIS COUNTY PROSECUTOR’S OFFICE 
 

 

Robert J. Carroll 
Prosecutor 

 

Administration & Records Bldg. 

P.O. Box 900 

Morristown, New Jersey 07963-0900 
___________________________ 

Telephone:  973-285-6200 

Fax:   973-285-6226 

morriscountynj.gov/prosecutor 

ProsecutorOPRA@co.morris.nj.us 

 

 

 

Margaret M. Calderwood 
First Assistant Prosecutor  

 

Robert M. McNally 
Chief of Detectives  

 

January 26, 2024 

 

 

VIA Email: 

Citizen Voice Media 

opra+request-56902-04fc259c@requests.opramachine.com  

 

RE: MCPO OPRA File Number 24-0002 

 

Dear Citizen Voice Media: 

 

The Morris County Prosecutor’s Office received your Open Public Records Act (OPRA) request 

dated January 8, 2024, on January 8, 2024, and it was received by the records custodian on the 

same date. On January 18, 2024, our Office replied to your request, therein, indicating that an 

extension to Friday, January 26, 2024, was necessary to continue our search and review of our 

policies and procedures and other records which might be responsive to your request. You 

requested the following: 

1. Accreditation certifications for any digital media, phone, or technology/ 

digital forensics labs in the sheriff's office, county police, or prosecutor's 

office. 

2. All policies and procedures for handling digital evidence and conducting 

examination for any county digital forensics lab. 

3. List of all digital forensics softwares and hardwares in use by any county 

entity for law enforcement purposes. 

4. What accreditation bodies have a accredited or certified any county digital 

forensics lab or unit? 

Regarding Item #1 of your request, our Office does not possess any responsive records. As for 

your inquiry concerning records from the Sheriff’s Office, the Office of the Morris County 

Prosecutor would not possess any records responsive to your request. Please contact the following 

agency with your inquiry: 

 

mailto:xxxxxxxxxxxxxxxxxxxxxxxxxxx@xxxxxxxx.xxxxxxxxxxx.xxx
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• Morris County Sheriff’s Office: 

- https://www.morriscountynj.gov/Departments/Sheriff/About-Us/Sheriff-

Open-Public-Records-Act-OPRA-Requests  

- Please note that Morris County does not have a County Police department.  

 

Regarding Item #2 of your request, the following records are being provided and are responsive to 

your request: 

1. Morris County Prosecutor’s Office HTCU Directive (5 pages). 

2. Morris County Prosecutor’s Office HTCU SOP (12 pages). 

 

Note: Redactions have been made to the above supplied records where 

they may reveal “surveillance, security, tactical, investigative, or 

operational techniques, measures, or procedures, which, if 

disclosed, would create a risk to the safety of persons” and 

“compromise [our] agency’s ability to effectively conduct 

investigations.” See N.J.S.A. 47:1A-6 and N.J.A.C. 13:1E-3.2(a)2. 

See also Naeem Akhtar v. NJ Department of Law & Public Safety, 

Division of Criminal Justice Custodian of Record, GRC 

Complaint No. 2014-344 (September 29, 2016) and Cattoner v. 

Township of Jackson Police Department (Ocean) Custodian of 

Record, GRC Complaint No. 2011-230 (December 18, 2002). 

OPRA does not abrogate an exemption of a public record 

pursuant to any other statute. N.J.S.A. 47:1A-9(a). 

 

Regarding Item #3 of your request, said request is “invalid under OPRA because it fails to 

specifically name identifiable government records and because the request requires research 

beyond the scope of a custodian’s duties pursuant to MAG Entm’t, LLC v. Div. of ABC, 375 N.J. 

Super. 534, 546 (App. Div. 2005); Bent v. Twp. of Stafford Police Dep’t, 381 N.J. Super. 30, 37, 

(App. Div. 2005); N.J. Builders Ass’n v. N.J. Council on Affordable Hous., 390 N.J. Super. 166, 

180 (App. Div. 2007); Feiler-Jampel v. Somerset Cnty. Prosecutor’s Office, GRC Complaint No. 

2007-190 (Interim Order dated March 26, 2008).” Chatfield v. N.J. Dept. of Corrections, GRC 

Complaint No. 2021-121 (November 2022). OPRA did not countenance “‘information to be 

analyzed, collated and compiled by the responding government entity’ or ‘open-ended searches of 

an agency's files’ … ‘A records request must be well defined so that the custodian knows precisely 

what records are sought. The request should not require the records custodian to undertake a 

subjective analysis to understand the nature of the request.’” Paff v. Galloway Township, 229 N.J. 

340, 355 (2017) (citations omitted) (emphasis supplied). 

 

Instructive guidance has been provided by the Appellate Division when it concluded that “while 

an exact definition of an impermissibly overly broad request is abstract, courts have found requests 

that require a custodian to exercise his discretion, survey employees, or undertake research to 

determine whether a record is responsive are overly broad and not encompassed by OPRA.” 

Shipyard Associates, L.P. v. City of Hoboken, A-3794-13T1, 2015 WL 10352982, at *4 (N.J. 

Super. Ct. App. Div. Sept. 1, 2015). 

 

https://www.morriscountynj.gov/Departments/Sheriff/About-Us/Sheriff-Open-Public-Records-Act-OPRA-Requests
https://www.morriscountynj.gov/Departments/Sheriff/About-Us/Sheriff-Open-Public-Records-Act-OPRA-Requests
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Further, the Government Records Council has also decided that a “custodian [is] under no 

obligation to provide a record that had not been created at the time of an OPRA request.” Goeckel 

v. Chatham Borough Police Dep’t (Morris), GRC Complaint No. 2013-356 (July 2014) (citing 

Blau v. Union Cnty., GRC Complaint No. 2003-75 (January 2005)). “OPRA only allows requests 

for records, not requests for information”; to qualify under OPRA, “the request must reasonably 

identify a record and not generally data, information or statistics.”  Bent v. Township of Stafford 

Police Dep’t, 381 N.J. Super. 30, 37 (App. Div. 2005) (emphasis added).   

 

Additionally, records containing such information would be considered confidential as disclosure 

may reveal “surveillance, security, tactical, investigative, or operational techniques, measures, or 

procedures, which, if disclosed, would create a risk to the safety of persons” and “compromise 

[our] agency’s ability to effectively conduct investigations.” See N.J.S.A. 47:1A-6 and N.J.A.C. 

13:1E-3.2(a)2. See also Naeem Akhtar v. NJ Department of Law & Public Safety, Division of 

Criminal Justice Custodian of Record, GRC Complaint No. 2014-344 (September 29, 2016) and 

Cattoner v. Township of Jackson Police Department (Ocean) Custodian of Record, GRC 

Complaint No. 2011-230 (December 18, 2002). OPRA does not abrogate an exemption of a public 

record pursuant to any other statute. N.J.S.A. 47:1A-9(a). 

 

Regarding Item #4 of your request, our Office does not possess any responsive records. 

 

You have also requested the records under the common law. Access under the common law 

requires that “the person seeking access must ‘establish an interest in the subject matter of the 

material’.” Mason v. City of Hoboken, 196 N.J. 51, 67 (2008) (quoting Keddie v. Rutgers, 148 

N.J. 36, 50 (1997)). As your request fails to declare a particularized interest in the non-supplied 

requested records, upon which a balancing of interests may be assessed, access to these records is 

also denied under common law. See O'Boyle v. Borough of Longport, 218 N.J. 168, 200 (2014). 

 

The Office of the Morris County Prosecutor reserves the right to raise any other grounds for denial 

not raised in this response. Failure of the Office of the Morris County Prosecutor to assert an 

exception or privilege does not act as a waiver of any grounds for denial. Furthermore, a reviewing 

Court or the Government Record’s Council (“GRC”) may deem a denial of access to be authorized 

on grounds other than those advanced by a custodian. Paff v. Twp. of Plainsboro, A-2122-05T2, 

2007 WL 957289, at *2 (N.J. Super. Ct. App. Div. Apr. 2, 2007) aff’g, Paff v. Township of 

Plainsboro, GRC Complaint No. 2005-29 (March 2006). 

 

You have a right to challenge the decision by the Office of the Morris County Prosecutor to deny 

access. At your option, you may either institute a proceeding in the Superior Court of New Jersey 

or file a complaint with the GRC by completing Denial of Access Complaint Form.  You may 

contact the GRC by toll-free telephone at 866-850-0511, by mail at PO Box 819, Trenton, NJ, 

08625, e-mail at grc@dca.state.nj.us, or on the GRC’s website at www.state.nj.us/grc. The Council 

can also answer other questions about the law. All questions regarding complaints filed in Superior 

Court should be directed to the New Jersey Superior Court Clerk.  

 

Note that any challenge to a denial of a request for records under the common law cannot be made 

to the GRC, as the GRC only has jurisdiction to adjudicate challenges to denials of OPRA requests. 

A challenge to the denial of access under the common law can be made by filing an action in 
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Superior Court. All questions regarding complaints filed in Superior Court should be directed to 

the New Jersey Superior Court Clerk. 

 

This OPRA request is now considered answered and closed.  

 

Sincerely, 

 

Thomas C. Schmid  

Assistant Prosecutor || Custodian of Records 
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Knab, Meghan G.

From: Citizen Voice Media <xxxxxxxxxxxxxxxxxxxxxxxxxxx@xxxxxxxx.xxxxxxxxxxx.xxx>
Sent: Monday, January 8, 2024 12:17 PM
To: Prosecutors OPRA Requests
Subject: OPRA request - Mobile forensics labs

CAUTION: This email originated from outside of the organizaƟon. Do not click links or open aƩachments unless you 
recognize the sender and know the content is safe. 
________________________________ 
 
 
Dear MCPO, 
 
This is a request for public records made under OPRA and the common law right of access. I am not required to fill out an 
official form. Please acknowledge receipt of this message. 
  Records requested: 
 
1. AccreditaƟon cerƟficaƟons for any digital media, phone, or technology/ digital forensics labs in the sheriff's office, 
county police, or prosecutor's office. 
 
2. All policies and procedures for handling digital evidence and conducƟng examinaƟon for any county digital forensics 
lab. 
 
3. List of all digital forensics soŌwares and hardwares in use by any county enƟty for law enforcement purposes. 
 
4. What accreditaƟon bodies have a accredited or cerƟfied any county digital forensics lab or unit? 
 
Yours faithfully, 
 
CiƟzen Voice Media 
 
------------------------------------------------------------------- 
 
Please deliver records electronically via email to the below UNIQUE address for all replies to this request: 
opra+request-56902-04fc259c@requests.opramachine.com 
 
Is ProsecutorOPRA@co.morris.nj.us the wrong address for OPRA requests to Morris County Prosecutor's Office? If so, 
please contact us using this form: 
hƩps://gcc02.safelinks.protecƟon.outlook.com/?url=hƩps%3A%2F%2Fopramachine.com%2Fchange_request%2Fnew%3
Fbody%3Dmcpo&data=05%7C02%7CMKnab%40co.morris.nj.us%7Cb982b1e2c605411f9f0608dc106db16a%7Cec2ce8c1
38394008b949e2b17cfa906d%7C0%7C0%7C638403310530690344%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjA
wMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C41000%7C%7C%7C&sdata=yITdhGEotSwvXuGBc07FXbC
3ToW2ZfFM%2B71nbqQCM5w%3D&reserved=0 
Disclaimer: This message and any reply that you make will be published on the internet. Our privacy and copyright 
policies: 
hƩps://gcc02.safelinks.protecƟon.outlook.com/?url=hƩps%3A%2F%2Fopramachine.com%2Fhelp%2Fofficers&data=05%
7C02%7CMKnab%40co.morris.nj.us%7Cb982b1e2c605411f9f0608dc106db16a%7Cec2ce8c138394008b949e2b17cfa906
d%7C0%7C0%7C638403310530690344%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBT

mknab
Received
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iI6Ik1haWwiLCJXVCI6Mn0%3D%7C41000%7C%7C%7C&sdata=MWrHI4pxx4Nt%2FSv2acB2SMLYUgdri99wBYL6jpRi3Jg%3
D&reserved=0 
 
View this OPRA request & responses online: 
hƩps://gcc02.safelinks.protecƟon.outlook.com/?url=hƩps%3A%2F%2Fopramachine.com%2Frequest%2Fmobile_forensic
s_labs&data=05%7C02%7CMKnab%40co.morris.nj.us%7Cb982b1e2c605411f9f0608dc106db16a%7Cec2ce8c138394008
b949e2b17cfa906d%7C0%7C0%7C638403310530690344%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJ
QIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C41000%7C%7C%7C&sdata=h1ovcRkrqSNPKW3jyMpSzEzJgGL1mQ
Nfm3eTTiGDBeI%3D&reserved=0 
 
 
Please note that in some cases publicaƟon of requests and responses will be delayed. 
 
If you find this service useful as an OPRA custodian, please ask your web manager to link to us from your organisaƟon's 
website. 
 
------------------------------------------------------------------- 
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DIRECTIVE
SUBJECT: HIGH TECH CRIMES UNIT NUMBER:

Volume 3
Chapter 28

EFFECTIVE DATE:

May 12, 2021

DISTRIBUTION TO:

All Municipal and County Law 
Enforcement Agencies 
Operating in Morris County

ISSUED BY:
Acting Prosecutor 
Robert J. Carroll

CANCELLATION DATE:
APPROVED BY:
Acting Prosecutor 
Robert J. Carroll 

PURPOSE:

Contemporary criminal investigations and subsequent prosecutions often involve the use of digital 
evidence, therefore the proper identification, collection, recovery and analysis of such evidence by law 
enforcement are all critical tasks to be performed.  As the design of electronic devices and the associated 
facilitating technology constantly evolves, so do the methods used to secure digital evidence.  To this end, 
t municipal, county, 
state and federal law enforcement agencies with the recovery and preservation of electronic devices, as 
well as data extraction of digital evidence.  
           
DIRECTIVE:

All municipal and county law enforcement agencies operating within Morris County are directed to 
(MCPO) High Tech Crimes Unit (HTCU) when a criminal 

investigation involves the recovery or seizure of electronic devices and media, including but not limited to  
cellular telephones, computers, tablets, mobile devices, computer and digital media (Data Storage 
Devices) including Hard Drives, Portable Hard Drives, Removable Drives, Flash Memory, USB Drives, 

.

METHOD OF CONTACT:

An MCPO High Tech Crimes Unit Duty Detective is on call and available (24) hours a day, (7) days a 
week. The Duty Detective can be reached during regular business hours by calling the MCPO-HTCU at 
(973) 285-6300, or through the Morris County Communication Center at (973) 285-2900 after regular 
business hours. Please ensure that these notification requirements and methods are adhered to by members
of your agency.
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PROCEDURE:

A. Data Extractions 

1. All extractions of cellular telephones, computers, tablets, mobile devices, computer and digital 
media (Data Storage Devices) including Hard Drives, Portable Hard Drives, Removable 
Drives, Flash Memory, USB Drives, as well as Cards, and 
similar or associated electronic devices shall be conducted by the MCPO-HTCU.  

2. All requests for other agencies and/or laboratories and vendors (e.g. The Regional Computer 
Forensics Laboratory, Federal Agencies, or private corporations) to conduct forensic 
extractions of such electronic evidence must be pre-approved by the assigned case Assistant 
Prosecutor and the Chief Assistant Prosecutor of the MCPO Special Operations Division.

B. Evidence Submissions to MCPO High Tech Crimes Unit (HTCU)
           

1. Upon recovery/seizure of electronic devices, investigating law enforcement personnel shall 
complete the attached High-Tech Crimes Unit Submission Request form and continuation 
page(s) if necessary, and submit same via email to MCPOHTCU@co.morris.nj.us with a copy 
of the legal process (Search Warrant, CDW, Consent) and all associated Investigative/Incident 
Report(s).

2. All portable electronic devices (cellular phones, tablets, laptops, ex.), should be kept charged 
The SIM card should 

be removed from devices as applicable. All devices should be unlocked, and kept unlocked if 
possible. Contact the HTCU if assistance is required in preserving evidence prior to 
submission.

3. The submission form will be reviewed by the assigned HTCU Detective and a determination 
will be made regarding the compatibility of the device to the current forensic technology.

4. The HTCU Detective will contact the submitting personnel to review the case and items to be 
examined.

5. If the investigation involves multiple devices, the HTCU Detective and investigating personnel 
will telephonically discuss the investigation to determine which devices should be prioritized 
for examination. Note: In cases of multiple devices, (3) devices will be accepted, examined and 
returned before accepting additional devices for examination, unless otherwise authorized by an
HTCU supervisor.

6. Once the case and devices are approved for acceptance by the HTCU, an appointment will be 
made with the investigating personnel to transfer the evidence to the HTCU facility.

lular phones, tablets, laptops, ex.), should be kept charged 
The SIM card should 

be removed from devices as applicable. All devices should be unlocked, and kept unlocked if 
possible. C
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7. When delivered to the HTCU, all evidence will be logged in by the HTCU Detective in the 
presence of the submitting personnel, and a copy of the associated HTCU Evidence Custody 
Form provided upon completion.  
   

8. During the course of the examination, the forensic examiner will determine the best method of 
preserving the electronic evidence and if necessary contact the submitting personnel to discuss 
preservation/production of data options/media (e.g. disk, thumb drive or external hard drive). 
 

9. Upon completion of the forensic extraction/examination, the submitting personnel will be 
contacted and an appointment scheduled for retrieval of the evidence.  The appointment date 
shall be within (5) business days of the notification.  

10. HTCU Deviations/Exceptions  
 
a. If warranted, for emergent circumstances or specific case needs, an HTCU Detective will 

respond to a crime scene or event to recover electronic devices, and/or to accept devices 
from investigating personnel that require immediate examination/evidence preservation.   

 
b. A response and/or case assignment to the MCPO HTCU will be evaluated on a case-by-

case basis for each criteria and device.  When applicable, the HTCU Supervisor will confer 
with other involved MCPO Unit Supervisor(s) concerning this decision.       
 

c. Agencies may also be instructed to submit evidence without an appointment if the matter is 
emergent.  Such submissions to HTCU will still require a completed High-Tech Crimes 
Unit Submission Request form at the time of submission/transfer to HTCU.   

 

 






























