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Ref: Encryption of New radios and radio system 
 
All, 
  
During this evening’s Chiefs meeting the topic of radio encryption was discussed.  During this discussion the following concerns were raised:
 
1) Encryption of Fire Department radio channels goes against the standard best practices nationwide. A fully encrypted fire department is rather rare. To the group’s knowledge only one department in New Jersey is currently Encrypted, and only a handful are nationwide.  

2) Encryption will greatly hinder the interoperability that we currently have.  Multiple surrounding towns just bought new radios with no encryption capabilities as no other towns surrounding them required encryption. They struggled just to purchase them. If we now require all our channels to be encrypted, how do we expect these small, underfunded towns to afford to add encryption? We are the ones asking them to respond to Toms River for mutual aid. Will we now have to bear the cost of getting their radios updated so they may be able to easily communicate with us?  A failure of communications amongst people operating on the same scene that results in an injury or fatality will ultimately fall back on the incident commander and Toms River Fire.

3) Cannot solely rely on patching.  Patches can and will fail and usually fail at the most critical times. If we are going to patch an encrypted channel to an unsecure channel every time we have mutual aid requests than that breaks the encryption. This means everything will be able to be heard so why bother encrypting the channels anyway.

4) What happens when someone loses a pager or God forbid a radio with the encryption key.  That would be classified as a breach of the encryption.  All the Pagers and Radios would then need to be rekeyed. This would need to happen every time a radio or pager is lost. What will the cost be?

The Chiefs went over these topics and have come up with the following recommendations:

1) Take the number of Channels assigned to fire and make several of them unsecure. This would include the simplex fireground channels. The other channels keep secure including the Interop Channel (TRPD TRFD TREMS). These secure channels which we will not have to give out to surrounding mutual aid companies will remain secure. Their use will be for when sensitive material i.e. key locations or passcodes need to be communicated. Their other use will be for high risk or sensitive operations communication such as Hazmat/WMD, Active Shooter, Protests or other highly sensitive incidents occur key locations/codes etc.

Having both secure and unsecure channels will allow our mutual aid partners who do not have secure key capability the ability to still communicate with us. It will also allow us to have the secure channels we do need for certain situations. 

2) To help clarify what is secure and what is not secure by naming the Unsecure Chanels by numbers (Fireground 1 Fireground 2) and the Secure Channels by letter (Fireground A Fireground B).  A Few other suggestions were instead of fireground to clarify them as response channels, or by function (i.e. RIT Fire Police etc.).


 These were the thoughts and recommendations brought forth by the Toms River Fire Chief’s Association. It is our hope to have a thoughtful and meaningful discussion on the future of the radio system and we look forward to the open dialog in creating a mutual beneficial and superior radio system together.

Thank you for your time.

Matthew Janora
President
Toms River Fire Chief’s Association
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