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Introduction 

Criminal investigatory records maintained by law enforcement agencies are generally not subject 

to public disclosure without an order from a Superior Court Judge
1
 or required  by the Open 

Public Records Act, N.J.S.A. 47:1A-1 et seq..  Restricted access ensures the confidentiality of 

criminal investigations,  thereby protecting the safety of investigating officers, victims, witnesses 

and informants, as well as the reputations of those under investigation and the integrity of 

resulting prosecutions.
2
  In many instances release of criminal investigation information is 

specifically restricted, or entirely prohibited, by law: 

1. Search Warrants. R. 3:5-4 (Contempt of court to disclose existence or basis for 

search warrant prior to execution); 

 

2. Grand Jury Information. R. 3:6-7 (Providing for secrecy of Grand Jury 

proceedings); 

 

3. Electronic Surveillance. N.J.S.A. 2A:156A-19 (Third-degree crime to 

knowingly use or disclose the existence of an intercept order or the contents of an 

intercept, except as authorized by statute or court order);
3
 

 

4. Autopsy and Medical Examiner Reports. See N.J.A.C. 13:49-3.1(e) (Only 

County Prosecutor or Attorney General may disclose autopsy findings once a 

death is referred for criminal investigation); 

 

5. Domestic Violence Victims. N.J.S.A. 2C:25-26(c) (The victim's location shall 

remain confidential and shall not appear on the indictment, complaint or any other 

public record.); N.J.S.A. 2C:24-34 (All records in central registry shall remain 

confidential); 

 

6. Child Abuse and Sexual Assault Victims. N.J.S.A. 2A:82-46(a) (The name, 

address and identity of a victim under the age of eighteen shall not appear on the 

indictment, complaint or any other public record.); N.J.S.A. 2A:82-46(b) (Making 

it a disorderly persons offense to disclose a report, or other document containing a 

                                                 
1
 A party requesting criminal investigatory records pursuant to the common law must make a showing to the court 

that the requestor has an interest in the material requested and the court must balance the citizen’s right of access 

against the State’s interest in non-disclosure.  Education Law Center v. New Jersey Dept. of Educ., 198 N.J. 274 

(2009); Loigman v. Kimmelman, 102 N.J. 98 (1986). 
2
 State v. Doliner, 96 N.J. 236 (1984). 

3
 An individual may obtain autopsy information upon a showing of particular interest outweighing the public’s need 

for confidentiality.  See Ausley v. County of Middlesex, 396 N.J. Super. 45 (App. Div. 2007). 
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child victim's name, address or identity.); N.J.S.A. 9:6-8.10(a) (Requiring that all 

D.Y.F.S. reports released to law enforcement be kept confidential); 

 

7. Abuse of Institutionalized Elderly. N.J.S.A. 52:27G-13 (Making it a disorderly 

persons offense to disclose confidential information developed during 

Ombudsman investigation);  

 

8. Juveniles. N.J.S.A. 2A:4A-60(a) (Providing that records of juvenile 

delinquency shall be “strictly safeguarded from public inspection”); N.J.S.A. 

2A:4A-60(h) (Making it a disorderly persons offense to disclose juvenile 

delinquency information.) 

 

9.  Criminal History Information. Code of Federal Regulations, Title 28, Judicial 

Administration, Part 20 - Criminal Justice Information Systems (Restricting 

dissemination and access to criminal history information to law enforcement 

agencies). 

 

10. Criminal Intelligence Information.  Code of Federal Regulations, Title 28, 

Judicial Administration, Part 23 (Restricting dissemination and access to 

information and intelligence gathered on gang activity to law enforcement 

agencies). 

 

With the advent of information technologies it has become commonplace for police departments 

to electronically store confidential information on computers. These computers are often part of 

larger municipal computer networks and sometimes are remotely accessible via the Internet. In 

such situations, confidential information [no longer remains in the exclusive domain of police 

agencies] located on these shared networks has the potential to be accessed by non-police 

personnel.  This protocol, which supplements the Attorney General Guidelines for Shared 

Municipal and Police Computer Systems, is to ensure that all criminal investigation and other 

confidential information maintained by Monmouth County municipal police agencies remains 

confidential in accordance with State law and that any technical support access given to that 

information is closely controlled and monitored. See Attorney General Guidelines for Shared 

Municipal and Police Computer Systems attached hereto as Appendix A and incorporated herein 

by reference. 
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Protocol: 

General 

All confidential information in possession of any Monmouth County municipal police 

department which is kept or stored on computers, including but not limited to, investigation 

reports, incident reports, rap sheets, arrest reports, search warrant affidavits, search warrants, 

D.Y.F.S. reports, medical reports, evidence receipts and inventories, juvenile records, domestic 

violence reports, victim and witness information, crime scene images, intelligence information 

and other non-public, criminal investigatory records shall not be accessible by non-police 

personnel except upon court order or to comply with the requirements of the Open Public 

Records Act.  In other words, the same restrictions on access  that apply to printed confidential 

records apply with equal force to electronically stored confidential information. 

Technical Support 

Police computer networks shall be controlled by a dedicated server, which shall not be physically 

or remotely accessible by non-police technical support personnel, except for routine maintenance 

and/or repair.  Prior to working on or being given access to police computers or police computer 

networks, non-police technical support personnel shall be subjected to a background 

investigation in accordance with the terms of the Attorney General Guidelines for Shared 

Municipal and Police Computer Systems.  See Appendix A.  Physical access to police computers 

or police computer networks by non-police technical support personnel shall be supervised by a 

designated member of the municipal police department and documented by a report, signed by 

the support technician, detailing the support technician's name, his company/department, the date 

and time of access, length of access, reason for access and what changes or repairs were made, if 

any, during the on-site access session.  Remote access to police computers or police computer 
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networks by non-police technical support personnel shall be on notice to, or at the request of, the 

municipal police department and followed by a report, signed by the support technician, detailing 

the support technician's name, his company/department, the date and time of access, length of 

access, reason for access and what changes or repairs were made, if any, during the remote 

access session. This report shall be filed with the municipal police department no later than the 

next regular work day following the remote access session.
4

 

Backups 

Police computer network or workstation data backups containing criminal investigation or other 

confidential information shall remain in the control of the municipal police department at all 

times. Data backups stored outside the physical property of the police department shall be 

delivered by police department personnel and placed in a secure location to which only police 

department personnel have access.
5

 

Sanitizing of Media 

Computer media used to store criminal investigation or other confidential information shall be 

sanitized. Sanitizing shall consist of either the physical destruction of the media or the 

overwriting of the data stored to make it unrecoverable.
6
  All Monmouth County municipal 

police agencies shall take immediate steps to ensure compliance with this protocol. 

                                                 
4
 It is also suggested that all remote access to police computers or networks be audited by way of locally stored logs. 

5
 A portable fireproof safe would be suitable for this purpose, provided the safe was kept in a secure area and the 

combination or key to the safe remained in the exclusive control of the police department. 
6
 For acceptable sanitization standards please contact the Computer Crimes Unit of the Prosecutor’s Office. 
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APPENDIX A 
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